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KomnbtoTep noa ynpasneHneMm OC Windows, K KOTOPOMY Bbl NOAKJl04aeTECh Yepe3 YAaNEHHbIN
pabouni cTon.
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Ycunutb 6€30NacHOCTb NOAKIIOYEHUS K KOMMNbIOTEPY C MCMOJIb30BaHMEM ABYX(PAKTOPHOW
aBTopusaummn (2FA).

PewleHue

LWar 1

Ona peannsaunn 2FA yepe3z OTP Ha Windows HaM noHagobuTca open source NpoayKT nog
Ha3BaHMeM multiOTP https://github.com/multiOTP/multiotp/wiki/, a ToO4Hee ero oTAeNbHbIN
komrnoHeHT multiOTPCredentialProvider https://github.com/multiOTP/multiOTPCredentialProvider

W Tak, oTKpbiBaeM cTpaHuuy https://github.com/multiOTP/multiOTPCredentialProvider .
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support in order to work also offline!

PREREQUISITES

» For x64 edition: last x84 MSVC+ + redistribuable installed (Microsoft
Visual C++ Redistributable 2015-2022)
https://akamsfvs/17 freleasefvc_redist wbd.exe

& Far %86 adition: 1agt x86 MSVC ++ radistrbuable installed (Micrasoft
Visual C++ Redistributable 2015-2022)

httpsyfakamsfvs’1 7 releasefve_redistxB6. mxe

installed multiOTP server(s) (or sebect local use during install)
o configured multiOTP user [MulBOTP username = [domain user name] or

[windows bocal account name] or [microsoft account name])

MANUAL INSTALLATION

Lawnch the installer (in the installer directony) and configure the various
parameters during the setup. You must have administrator access to
successfully install the multiOTP Credential Provider.

Which Authentication Maode should | choose?

« "OTP guthentication mandatory for remote remote desktop only” Use

must have OTP only when the kagin is done wsing remate desktop
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Tenepb nepexoanm Ha cTpaHuuy ¢ multiOTPCredentialProvider
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multiOTP Credential Prowider for multOTR is a free and open source
implementation of a V2 Credential Provider far the multiQTP strong two
factor authentication solution (Apache License, Yersion 2.0)

() 2016-2026 SysCo systemes de communication sa (enhancements since
20n6 and sirmple installer with configuration options)

(c) 2017-2021 Netknights GmbH

(c) 2015-2016 Arcadelust ("RDP only” enhancement) 1

() 2013-2015 Last Squirrel IT

Current build: 5.10.1.2 {2026-017-05)

The binary download page is available here :

hitps:y/fdownload.multiotp.net/credential-provider/ (downboad link are at the

bottom af the page)

9""’"" Please consider supporting this project by making o donation via

PayPal
Visit hitps/forem.multiotp.nety for additional support,

multiOTP Credential Provider for multeOTP supporting Windows
/BB N0/201 2(R2) 201 672019
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Tenepb HYXHO HacTponTb KAXKIAOMY nonb3osaTesno goctyn no RDP ¢ ncnonb3sosaHmem 2FA.

OTKprBaEM KOMaHOHYIO CTPOKY OT UMEHWN aAMUHNCTPATOPAa.

Kak 3To cienaTb MOXXHO NOCMOTPETh TYT

Co3paém nanky, Kotopas HaMm NOTOM noHafgobuTca ons xpaHeHns QR-KoLoB Nosib3oBaTenei

md c:\multiotp

MNepexoanm B Nanky € yctaHoBAeHHbIM multiOTP

cd "C:\Program Files\multiOTP"

Ons nonb3osatend mihanik 3agaém Bxop 4yepe3 multiOTP

multiotp.exe -debug -display-log -create mihanik TOTP A5FA39B90E408D3838El 6

30echb:

e mihanik - nma nonb3oBaTens

e ASFA39B90E408D3838E1 - ntobont 160 6uTHbIN KNtod (Hexadecimal, LLiecTHaguaTepryHbIN
KJtoY, 20 CMMBOJIOB), MOXXHO CO3JaTb B OHJIaH FreHepaTope .

* 6 - KOINYECTBO CUMBOJIOB B 04HOPA30BOM Maposie

W cpasy e co3gaaum nonb3oBaTeNto qr ko4 ANna fobaBneHns B ayTeHTU(MKaTOp:
multiotp.exe -qrcode mihanik "c:\multiotp\totp mihanik.png"

Kopn nobasnsem B NporpamMmy aTeHTUROUKATOP Ha CBOEM CMapPTOHe.

Hanpumep, Anpekc.Knioy
War 5

Tenepb npobyemM NOAKNOYNTHLCA K KOMMNbOTEPY nocpeacTsom RDP.

Buaum, 4To Hac NPOCAT yKa3aTb KOA A5 NOAKOYEHUS
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OT0T Kog byneT noka3biBaTbCs TOJILKO NMpu Noakato4eHnn no RDP

LLlar 6

BBoauM Kol U3 ayTEHTUPUKATOPA, NONaAaeM Ha yAanéHHbIN paboynii cTon.

NCTOYHUKM

e https://vk.com/wall-95686747 42520

T Hasepx f

Ecnn Y BaC BO3HWKJ/IN BOMNPOCHI WK 3aMEYaHUA,

@ B Moeinn WIKI nocTosiHHO BeAETCA Kakas-To paboTa co CTaTbsAMMW.
MOXKeTe UX 0TNpaBNATb Ha No4Ty support@mihanik.net
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